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Powerful and Pitiful Measures of Software Metrics

by Tom Gilb (Gilb@ACM.org)


IFPUG New Orleans 21 Oct 1999
What are ‘Powerful and Pitiful Measures’?

Powerful measures help management achieve their purposes as managers of software engineering teams. Powerful measures are not indirect: they measure as close to the customers’ experience and need as possible. They help management to attain their customer-related objectives and to control their product development and production processes.

Measures become pitiful when they are not well suited to control what really matters. Often, inappropriate use of measures simply occurs because their use is either conventional or convenient.

To give some examples:

· function points: When used as a language-neutral measure of logic volume for comparison purposes, function points are a powerful measure. But when they are used as a ‘primary or sole indicator’ for estimating costs for a project, they become a pitiful measure. For any project, numerous cost drivers have to be taken into account (not least, the required quality levels).

· complexity metrics: As primary indicators of ‘maintainability’ or ‘reliability’, complexity metrics (such as McCabe’s) are pitiful. They might well be extremely convenient to use (as automatic software tools are available to carry out the measuring), but they are much too indirect. Mean Time To Repair (MTTR) and Mean Time Between Failure (MTBF) are more worthwhile measures.

· defect density: Defect density is suited as a measure for controlling software process improvement: it can be used to track the injection of defects in a software process. However, using it to measure software quality is pitiful because it does not reflect ‘availability’ (net uptime to defined users). A reliability measure, such as MTBF in customer operational conditions, would be much more appropriate (as availability is a function of reliability (failure rate) and maintainability (fixing speed)).

Planguage

I have developed ‘Planguage’ for specifying requirements. In this paper, I want to show how use of measures is central to Planguage and to give some practical advice about use of measures. First, here is an outline sketch of the Planguage methods:

(Further details can be found on my web site, www.result-planning.com)

· Specification Language (SL); used to state system requirements. It insists on measures being identified and on quantified quality levels being specified.

· Impact Estimation (IE); an analysis tool (a table) allowing evaluation of the likelihood of achieving requirements and, the evaluation and comparison of different designs (strategies). A strength of IE is that it also helps identify new designs and uncover previously unstated requirements. Key measurements of IE include credibility-corrected Quality-to-Cost Ratios.

Note, a useful extension of IE is to use IE tables for planning evolutionary steps and for assessing feedback.

· Evolutionary Delivery (Evo); based on the feedback cycles taught by the quality gurus Deming and Juran, a way of working that focuses on evolutionary delivery of early, measurable, system benefits to the customers. A system is developed, by small risk steps, in a series of plan, develop, deliver and evaluate cycles. Evo typically means that live systems are delivered step by step to user communities for trial often (e.g. weekly) and early (e.g. 2nd week of project). 
· Inspection; a technique for measuring and improving the quality of technical specification. Technical documents are evaluated against their source documents and any prevailing standards by Inspection teams consisting of individuals with specially assigned roles. The overall aims are to identify patterns in the introduction of defects (leading to process improvement), to help train individuals to avoid creating defects, to identify defects and, to assist team-building.

In this paper, I’ll discuss mainly the use of measures within the Specification Language and Impact Estimation.

Specification Language (SL)

SL demands specification of numerically quantified requirements. Here, I shall concentrate on specifying objectives and measures. Using SL, we must go through the following steps to specify an objective:

· Identify the objectives: all critical quality and resource attributes of the system. In practice, this could be ten or more critical qualities (e.g. availability) and, five or more critical resources (e.g. operational costs). (See later, for further discussion on identifying objectives.)

· For each attribute, specify at least one scale of measure, e.g. ‘Scale: Probability of being fully operational during the office day’ and ‘Scale: Total of all monetary operational expenses including long term decommissioning costs’. The Scale is key to the specification as it provides the scale or units in which the measurements are specified. (See later for further discussion on selecting Scales.)
· For each Scale, define at least one Meter. A Meter is a practical means of carrying out the measurement, testing,  and finding out the numeric value on the Scale.

· For each attribute, define one or more critical points on the defined scale of measure which are needed for the system to function properly and profitably. There are two important categories: ‘Must’ and ‘Plan’. A ‘Must’ level defines the system survival level. A ‘Plan’ level defines the planned point for success. For risk management, ‘Must’ is the first level and ‘Plan’ is the second level for risk determination. A value for any attribute less than its required Must level means total system failure. Only when all Plan levels for all the attributes have been met can a system be declared a success.

· For all the Must and Plan levels, define additional qualifying information. We call this using ‘qualifiers’. You are basically defining time, place and event, i.e. when it is critical for you to achieve a certain level of an attribute, where it is critical and under what conditions. For example: 

Plan [1999,Europe,IF European Monetary Union implemented anywhere] 99.98%

We can even give direct expression to the amount of risk we are prepared to take by a statement such as :

Must [2001, UK, IF Euro is used in Norway & UK] 60% ±20%

In other words the range of results 40% to 80% is an acceptable upper and lower limit, but below 40% is unacceptable.

See Figure 1 for a summary.

Figure 1: Specifying Objectives using Planguage. Note: Recognize how closely this means the measures are linked to the objectives. The measures are essential to defining the objective’s failure and success criteria.
Objective:    

Name: the attribute (objective) name.

Tag: a short identifier.

Gist: a brief description capturing the essential meaning.

Scale: a measure for the objective that is used for expressing the quality levels.

Meter: a practical method to be used to obtain the measurements.

Past: a quality or cost level (measurement) for the objective applying at a stated date in the past.

Must: a quality or cost level for the objective that must be achieved by the stated date or the project fails completely (i.e. level for total project survival).

Plan: a quality or cost level for the objective that is planned to be achieved by the stated date (i.e. success level for this one objective).

There can be numerous Scale, Meter, Past, Must and Plan parameters for any single objective. These state the different measures and varying quality levels over time.

Figure 2: A Simple Example of Planguage Specification.

Usability:

Scale: Mean time to learn [defined tasks] to minimum proficiency.

Must [Release 2.0, English Version, Task: Modifying Files] 10 minutes.

Plan [Release 2.0, English Version, Task: Modifying Files] 7 minutes.

Plan [Release 3.0, English Version, Task: Modifying Files] 5 minutes.

Plan [Release 3.0, French & Dutch Versions, Task: Finding a File by Content] 5 minutes.

At this point, I’ll give some further pointers about objectives and scales of measure.

Identifying objectives: Objectives must determine your measures. Before deciding on which measures you are going to use you must always identify your objectives. You need to recognize the true scope of your project or organization’s objectives. Objectives will be generated from a variety of directions; there will be the organization’s quality directives, the project’s business objectives, the project team’s technical objectives, the career development objectives and, no doubt, others. It may well be that the objectives that you are to monitor with your measures are of more limited scope. Fine, but do ensure that you state this and that you identify who is responsible for the other areas.

Note, there will usually be a hierarchy of objectives; one level’s strategy becoming the next level’s objectives. Keeney identifies the following levels: Fundamental Objectives (above your ‘station’, e.g. corporate survival, reserved for the Chairman); Strategic Objectives (your concern) and ‘Means Objectives’ (which only serve to support the Strategic Objectives). This ‘three-level objectives’ concept can be used in any situation, and it helps us sort out objectives we need to be concerned with, as opposed to those we cannot directly influence or be responsible for – no matter how vital they are for somebody (i.e. Fundamental Objectives). It helps us also realize that the Means Objectives, no matter how technically intriguing, are not vital to us and can be altered, replaced or dropped if we have other sufficient ways to reach our Strategic Objectives.

Selecting Scales: To select your Scales, consider which measures best apply to each objective. You may well choose more than one measure for a given objective. You may consider several alternative measures. You may change your measure depending on how crucial the measurement data becomes to understanding progress. The key point is that you always measure to understand your control of the objectives.

Figure 3: An example of a Scale.


Productivity:
Scale: the [Time Units, Default Units: Hours] needed to do a [Task] by [Employee Type].

Past [Time Units = Months, Task = Complaint Handling, Employee Type = Supervisor] 6 Months.

Plan [Hours, Helpdesk, Experienced, End Next Year, Europe] 60 Hours.
Figure 4: Scale and Changes in Quality Level for an Objective, ‘Flexibility’.

[image: image2.wmf]
Criteria for Measures: Ideally, you will have a collection of past experience data on Scales. The data one might consider and collect on a Scale,  and on its associated Meter(s) includes:

· The description of the Scale of measure and its units.

· Business relevance; what business objectives is this Scale useful for measuring? 

· Technical relevance; what technical objectives is this Scale useful for measuring? 

· Evidence/Source/Credibility; what is the track record of this Scale within industry, within our experience, etc.? 

· The description of the Meter, i.e. the practical method of taking measurements.

Note, there can be more than one Meter for each Scale.

· Uncertainty; how accurate is this Meter? 

· Range; Over what range of scale does the Meter measure?

· Cost; what are the financial implications of using this Meter?

· Adaptability; Does this Meter support sampling. Can it be switched off and on?  When does it deliver information? Does it need completeness? Can it target areas of greatest need?  Can it cover all areas ?

I take a holistic view of measures; you need to consider all types of measures. What measures are the Testing people using? What measures are the Marketing people using? What measures are your senior management using? What measures are your customers using? What are the industry standard measures? Do you need to tailor some 
measures for this project?

Impact Estimation (IE)

Now let me move on and show you how I use these quantified specifications within IE. 

The basic IE idea is simple: estimate quantitatively how much your design ideas impact all critical requirements. This is achieved by completing an IE table. The left-hand column of the table should contain the objectives and, across the top of the table should be the proposed strategies. For the objectives, assuming you have expressed them using Planguage, it is a question of listing all the quality and resource attributes Tags you wish to consider. You need next to decide on a future date you want to use. This should be a system ‘milestone’; a date for which you have specified Must and Plan levels. Then, against each attribute, you copy 
from the detailed attribute definition the current level (Past) and the Plan level for your chosen date. (If you are especially risk averse you would use the Must level!) For the strategies, you simply list them by their Tag (a cross reference to a proper detailed defintion of the strategies) across the top of the IE table. 

You then fill in the table, for each cell you answer the question, ‘How does this strategy move the attribute from its current level towards the Plan level?’ First you determine the actual value you would expect on the defined Scale of measure. Then you convert this into a percentage of the ‘amount of required change’ (the change in level from Past to Plan). 50% means you estimate that this strategy will get you halfway to your goal on time.
For example, Training Time for Task A is currently 15 minutes and you require it to be 10 minutes within six months. You estimate Strategy B will reduce Training Time for Task A to 12 minutes. In other words, Strategy B will get you 60% of the way to meeting your objective. See Table 1.

TABLE 1

-----------------------------------------------------------------------------------------------------







     |              Strategy B







     |







     |      Real Impact

% Impact 

-------------------------------------------------------------------------------------------------------

Training Time




     |

Past = 15 minutes in June 1998

     |

Plan = 10 minutes by end of Dec. 1998 
     |          12 minutes                   60%







     |

Resource = Development Budget

     |

Plan = $2000 up to end Dec. 1998

     |
    $1,000  

    50%

---------------------------------------------------------------------------
-------------------------

There are a number of improvements to this basic idea, which make it more communicative and credible. Here is a brief summary of them :

Uncertainty of Impact: you can specify a range of values rather than a single value. 

Evidence for Impact Assertion: you can state the basis for making your estimate.

For example: "Strategy B was used for 5 projects last year in our company, and the percentage improvement for Training Times was always 60% to 80%".

Source of Evidence for Impact Assertion: Of course, some skeptic might like to check your assertion and evidence out, so you should give them a source reference, e.g. "Company Research Report ABR-017, pages 23-24."

Credibility Rating of the Impact Assertion: We have found it very useful to establish a numeric 'credibility' for an estimate, based on the credibility of the evidence and the source. We use a scale of 0.0 to 1.0 (because it can then be used later to modify estimates in a conservative direction). See Table 2.

TABLE 2

-----------------------------------------------------------------------------------------------------


Credibility Rating

Meaning



0.0 

wild guess, no credibility



0.1

we know it has been done somewhere



0.2

we have one measurement somewhere



0.3

there are several measurements in the estimated range



0.4

the measurements are relevant to our case



0.5

the method of measurement is considered reliable



0.6

we have used the method in-house



0.7

we have reliable measurements in-house



0.8

reliable in-house measurements correlate to independent 




external measurements



0.9

we have used the idea on this project and measured it



1.0

perfect credibility, we have rock solid, contract-





guaranteed, long-term, credible experience with this idea 




on this project and, the results are unlikely to disappear

------------------------------------------------------------------------------------------------------

Once you have completed filling in all the impacts, there are a number of calculations, using the percentage impact estimates (%Impact), that help you understand the risks involved with your proposed solution. Let me stress that these are only rough, practical calculations. Adding impacts of different independent estimates for different strategies, which are part of the same overall architecture, is dubious in terms of accuracy. But, as long as this is understood, you will find them very powerful when considering such matters as whether a specific quality goal is likely to be met or which is the most effective strategy. The insights gained are frequently of use in generating new strategies.

Impact on a Quality: For each individual quality or resource attribute, sum all the percentage impacts for the different strategies. This gives us an understanding of whether we are likely to make the planned level for each quality or cost. Very small quality impact sums like '4%' indicate high risk that the architecture is probably not capable of meeting the goals. Large numbers like 400% indicate that we might have enough design, or even a 'safety margin'.

TABLE 3: Adding the percentage impacts for a set of strategies on a single quality or cost can give some impression of how the strategies are contributing overall to the objectives. Note Strategies A, B and C are independent and complementary.

Strategy A
Strategy B
Strategy C
Sum of Strategy Impacts
Sum Uncertainty

Reliability

900->1000

hours MTBF
0+/-10%


 
10+/-20%
50+/-40%
60%
+/-70%

Impact of a Strategy: For each individual strategy, sum all the percentage impacts it achieves across all the qualities to get an estimate of its overall effectiveness in delivering the qualities. The resulting estimates can be used to help select amongst the strategies. It is a case of selecting the strategy with the highest estimate value and the best fit across all the critical quality requirements. If the design ideas are complementary then the aim is to choose which strategies to implement first. If the strategies are alternatives, then you are simply looking to determine which one to pick.

TABLE 4: A measure of the effectiveness of strategy or design idea ‘Y’ can be found by adding together its percentage impacts across all the qualities

QUALITY
PAST-PLAN
Design Idea ‘Y’


Reliability
900->1,000 hours MTBF
50%+/-10%




Maintainability
10 min. fix to 5 min. to fix.
100%+/-50%




150%+/-60%


( Estimate of total effect of

‘Y’ on all goals


In addition to looking at the effectiveness of the individual strategies in impacting the qualities, the cost of the individual strategies also needs to be considered. See next section.

Quality-to-Cost Ratio: For each individual strategy, calculate the quality-to-cost ratio (also known as the benefit-to-cost ratio). For quality, use the estimate calculated in the previous section. For cost, use the percentage drain on the overall budget of the strategy or use the actual cost. 

The overall cost figure used should take into account both the cost of developing or acquiring the strategy and, the cost of operationally running the strategy over the chosen time scale. Sometimes, specific aspects of resource utilization also need to be taken into account. For example, maybe staff utilization is a critical factor and therefore a strategy that doesn’t utilize scarce programming skills becomes much more attractive. My experience is that comparison of the 'bang for the buck' of strategies often wakes people up dramatically to ideas they have previously under- or over-valued.

Average Credibility / Risk Analysis: Once we have all the credibility data (i.e. the credibility’s for all the estimates of the impacts of all the strategies on all the qualities), we can calculate the average credibility of each strategy and, the average credibility of achieving each quality. This information is very powerful, because it helps us understand the risk involved. For example, "the average credibility, quality controlled, for this alternative strategy is 0.8". Sounds good! This approach also saves executive meeting time for those who hold the purse strings.

Use of IE for Evolutionary Delivery (Evo)

IE is also of use in helping to plan the sequencing of Evo steps. IE tables can also provide a suitable format for presenting the results of Evo steps [GILB99, MAY96]. See Table 5. 

TABLE 5: Table 5 is a hypothetical example of how an evolutionary project can be planned and controlled and risks understood.  The ‘deviation’ between what you planned and what you actually measured in practice is a good indicator of risk. The larger the deviation, the less you were able to correctly predict about even a small step. Consequently there is a direct measure of areas of risk in the ‘deviation’ numbers. 

Step->

Attribute
STEP1
plan

%
actual 

%
Devia-tion

%
STEP2 to STEP20
plan
plan

cumul-ated

to here
STEP21 [CA,NV,WA]          plan
plan

cumul-ated

to here
STEP22 [all others]

plan
plan

cumul-ated to here

QUAL-1
5
3
-2
40
43
40
83
-20
63

QUAL-2
10
12
+2
50
62
30
92
60
152

QUAL-3
20
13
-7
20
33
20
53
30
83

COST-A
1
3
+2
25
28
10
38
20
58

COST-B
4
6
+2
38
44
0
44
5
49

Further Reading

For further reading on use of Measures, I would recommend the following:

Raytheon: Raytheon have published studies of their continuous improvement work (DION93, DION95). Their measures of Rework Costs, Return on Investment and Project Predictability are particularly interesting. However, their use of Defect Density (see earlier discussion) could be improved. 

Santa Teresa Labs: The IBM  Santa Teresa Labs. book “Secrets of Software Quality” [KAPLAN94] lists a set of measures for long-term software process measurement in multiple dimensions. One innovation is that they used the scoring mechanism of the Malcolm Baldridge Award. This assesses a company on a very broad range of management and process capability. It is much broader in scope than the other measures, e.g. SEI CMM and ISO, that are also used and discussed in this book. 

12 Tough Questions for Managers

I shall end by giving you my list of ‘Twelve Tough Questions’. They are the “common sense” questions we need to ask on a regular basis about proposals, plans, contracts, bids, policies and strategies. They include the concepts:

· measurable results, especially in quality and benefits

· multiple critical success factor control

· estimation of results from strategies and products

· risk control through incremental result delivery.

· quality control of the plans and contracts themselves

Most of these questions can be answered with reference to ‘powerful measures’. Hopefully, this paper has demonstrated that measures can and must be used to control systems throughout their entire life-cycle. 

TABLE 7: Twelve Tough Questions

1.
Why isn't the improvement quantified?


2.
What is degree of the risk or uncertainty and why?


3.
Are you sure? If not, why not?


4.
Where did you get that from? How can I check it out?


5.
How does your idea affect my goals, measurably?


6.
Did we forget anything critical to survival?


7.
How do you know it works that way? Did it before?


8.
Have we got a complete solution? Are all objectives satisfied?


9.
Are we planning to do the 'profitable things' first?


10.
Who is responsible for failure or success?


11.
How can we be sure the plan is working, during the project, early?

12.
Is it ‘no cure, no pay’ in a contract? Why not?
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FLEXIBILITY is the name of an objective which we wish to define on a Scale (graphic symbol; the arrow). Past levels can be described, as well as future Plan levels. 





Definition of defined units of measure (Scale) of FLEXIBILITY:





Scale�xe "SCALE"�: relative Speed of Response to market opportunities and competitive conditions compared to our major competitors.  “1 is same, 2 = twice as fast, 0.5 = half as fast.”
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